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Forgery Detection in Depth Images

AzMI HAIDER

Abstract

The field of Image Forensic, and with it the notion of image forgery and its
detection, is widely studied in 2D images and videos. With the increase in avail-
ability and use of cameras with depth sensors, it has become necessary to consider
forgery detection in depth-images as well. In this research, we present an introduc-
tory study of forgery detection in depth-images. Specifically, we show that noise
statistics in depth-images can be exploited for camera source identification, image
forgery detection. We further show that scene illumination can be used to detect
forgery. Finally, we show that inherent characteristics of the camera mechanics can

be exploited to determine image forgery from sensor-based shadows.
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1 Introduction

The art of image forgery is over a century old and with the wide availability of im-
age processing and manipulation software, tampering and abuse of images have become
ubiquitous. This has consequential effects as images are often used as legal evidence, in
criminal investigation, surveillance systems, medical records, and as news items and on
social media where their influence is at times alarming. It is thus unsurprising that the
field of Image Forensic, and with it the notion of Image Forgery and its detection, has be-
come of significant importance. The field of digital image forensics must keep up with the
ever changing technologies, Recent years has seen an increase in the use and availability
of depth cameras (cameras with depth sensors which outputs a stream of depth images
in which pixel values represent the distance from camera). This technology is already
in use in medical applications, security systems, cinematography, autonomous navigation
systems and many more. Thus, the notion of forgery detection should be expanded to deal
with this new emerging media, as its upcoming necessity for judicial issues, copyright and
ownership is unquestionable. In this research we present several image forgery detection
methods that are specifically targeted towards depth images without the use of RGB im-
ages. The proposed methods rely on camera sensor characteristics, scene characteristics,
and camera build.

We show how the depth camera’s sensor noise can be exploited to determine copy-
paste forgery as well as determine source camera and even depth reconstruction from
noise. We further expanded this approach to determine forgery using noise statistics to
detect inconsistencies in scene illumination. In addition, this method was also applied
to a real life application of 3D face anti-spoofing. Another approach we propose relies
on physical rules and models of the scene combined with the inherent characteristics of
the depth camera. We considered sensor shadows within the scene as a basis for forgery
detection.

To the best of our knowledge this is the first rigorous study in the field of Forgery
detection applied to depth images This work was published and presented in CVPR2018
workshop: The Bright and Dark Sides of Computer Vision and is currently under evalu-
ation in ICCP2020.



2 Background

2.1 Depth imaging

The outputs of 3D cameras are typically videos or image sequences where each frame is
represented as a depth image which we term 3D image (although often referred to as 2.5D
images) where pixel values indicate distance from the camera (see Figure EI)

Similar to 2D cameras, 3D camera components include optics, sensors and imaging
pipeline [E], however, these are tuned to obtain 3D data. Also included are additional
components, unique to depth sensing (such as IR projectors and phase detectors). 3D

cameras differ in the method by which the 3D image is acquired (Figure E)

« Stereo imaging [E, @] - a passive imaging system comprised of two or more 2D
cameras positioned along a common baseline that simultaneously capture two views
of the scene. Following correspondence of points between the two views, depth
(distance from camera baseline) can be computed. Cameras used in this research
and based on this depth acquisition technique are Intel D435 camera and ZED

camera (Figure H) :

o Structured light (Projected-light sensors) [H, B, H, ] - an IR pattern is projected
onto the scene and forms a unique visual code for each surface point. The observed
pattern points are captured by a calibrated IR imaging sensor. Correspondence
between IR projector and IR sensor is computed using stereo matching methods
and triangulation is used to compute the 3D position of each surface point [@]
Cameras used in this research and based on this depth acquisition technique are
Intel D415 camera and Kinect V1 camera (Figure E)

o Time of flight (ToF) [Q, H] - An IR wave is projected onto the scene and an IR
sensor captures the reflected light wave. By measuring the difference between the
projected and reflected IR waves, the distance to points in the scene can be com-
puted. Two types of ToF cameras are used: Continuous wave modulation - in which

the frequency of the projected IR wave is varied and the phase delay is measured

4 b.

Figure 1: a) RGB image b) Depth image - darker pixels indicate distances closer to the
camera (captured with Intel D435)

a.



Figure 2: Depth Sensing by 3D cameras. a) Passive stereo b) Structured light ¢) Time of
Flight.

to evaluate depth. Pulse light modulation - in which a very short pulse of light is
projected and the time till its return is measured. This approach avoids dealing
with phase and thus overcomes issues of phase ambiguity (see below). A camera

used in this research and based on this depth acquisition technique is Kinect V2
(Figure B)

%)

Cy .

—————————————————

e

Figure 3: Cameras used. First row: Intel D415, D435. Second row: Kinect V2, V1. Third
row: ZED.



2.2 2D image forensics

Image forensic is the field of finding evidence of image manipulation following its acqui-
sition by the imaging sensor. Often these algorithms are able to point out the type of
manipulation that was performed and its location within the image. Image forensic in 2D
images has been widely studied (see [10, 11, 12] for surveys).

Image forensic detection, is often aimed at one of the following:

o Image authentication - in which evaluation is performed to verify that no mod-
ification has been introduced in the image. Output is a measure of authenticity,

often a binary output - authentic or not.

o Image forgery detection - in which the goal is to determine whether the original
image has been manipulated (copy-paste, cropping, tone manipulation and more).
Outcome typically includes the type of forgery detected as well as the suspected

image regions that have been manipulated.

o Image signature and camera source identification - in which the source of
the image, namely, the specific camera used to acquire the image is determined, or

distinguished from other cameras.

We focus on passive image forgery detection that does not rely on watermarks [13] or
inherent markings within the image. The passive approaches can be categorized based on

the assumptions they rely on:

1. Physical rules and models of the scene - Laws of physics and nature should
be preserved under their projection into the image. Inconsistencies and breaking of
these rules form a basis for forgery detection. Examples include inconsistencies in
size of objects in the image [14, [15, [16], inconsistency of lighting directions within the
image [17, 18, [19], shadow inconsistencies [20, 21, 22] and reflection inconsistencies
23, 24].

2. Statistics of the source images - Certain image statistics should be observed
in acquired images. Forgery Detection is based on these statistics. These methods
typically aim to detect Copy-Move forgery in which a portion of the original image
has been copied from one region of the image and pasted into another region. Statis-
tics of local features within the image are extracted and then analyzed, projected or
sorted to efficiently extract regions suspected of being repetitive. Approaches are
based on projecting raw pixel data [25], extracting color features from the raw data
[26], analyzing DCT and Wavelet transform coefficients [27, 28, 29], using moments
(80, B1], extracting local features such as SIFT and SURF [32, B3] and many more.
Using image statistics and multiple image features, source camera of an image can

also be detected [B4, B|. See review of these approaches in [36, B7).



3. Inherent characteristics of the camera - The acquisition system itself, namely
the camera, its components and the imaging pipeline within, have been shown to
leave identifying signatures within the image which can be used to detect forgery
as well as determine the source camera. Each component of the camera provides
unique indicators within the image. The optic system of a camera introduces ge-
ometric distortions, aberrations and lighting flow artifacts in an image. These are
exploited for forgery detection based on radial distortion [38, B9, vignetting [40]
and chromatic aberration [41, #2, #3]. Image sensors introduce artifacts in the im-
age due to patterns of sensor noise, specifically fixed noise pattern which appear
consistently in all images of a given camera yet differ among cameras. The noise
pattern can be considered a camera signature and is exploited to determine source

camera as well as to detect forgeries such as copy-move [44, 45, 46, 47].

Dust within the sensor system can also be exploited to detect forgery [48]. Finally,
the image processing pipeline that transforms sensor output to the final digital
image, is a highly complex module, containing many sub-modules and algorithms
and varies greatly between cameras. Numerous studies in forgery detection have
been based on effects of this module on the end image. These studies mostly aim at
determining the source camera of a given image, though some extend to detecting
copy-move or spliced images. Examples include methods based on the Camera
Response Function [49, b0, 51|, 52|, the Demosaicing technique [53, b4, 55, p6], the
White Balancing method [57] and on JPEG compression artifacts [58, 59, 60, 61].

For a general review of 2D image forgery detection techniques see [10, 11, 62, 12].



2.3 3D image forensics

Forgery detection and copyright verification will soon become an important issue in depth
images as they are now in 2D images. Since there is a variety of depth cameras, and new
and improved technologies are continuously introduced, we set our objective to supply a
set of tools capable of testing forgery in depth images acquired under different cameras and
under various camera settings and scene conditions. We restrict our analysis to consumer,
low-cost and readily available cameras, as these are more susceptible to forgery attacks.

We consider the 3 classes of forgery detection: image authentication, image forgery
detection and source camera identification (as described in Section @) in the context of
depth images.

We note, in this research, forgery detection is done using only depth images. RGB
information can only improve our results. however, our main idea was to the capabilities

of depth information.



2.4 Noise in depth images

A central aspect of our study of depth image forgery detection relies on the noise in-
herent in the depth camera output. Noise and errors in depth images are dependent on
numerous parameters including the acquisition method used by the camera, the physical
parameters of the camera (e.g. baseline for stereo and structured imaging, the space and
time resolution of the phase modulating ray in the ToF cameras), the analysis algorithms
used in the pipeline (correspondence methods, error correction, phase analysis), as well as
scene characteristics such as position and depth of objects in the scene and scene lighting.
Noise may be considered as arising from 4 sources:

Noise Inherent to the camera parameters - Camera build and technical specs such
as Focal length, field of view, quality of lenses, affect image quality and consequently
the noise in the depth image. In active acquisition systems, the quality of the projected
IR light, including its intensity and collimation (Figure H) affects image noise and in
TOF cameras the quality of the IR signal modulation is a significant factor for noise
level. Camera build parameters such as the baseline between and alignment of cameras
for stereo based systems and the camera to projector distance in structured light based
systems also strongly affect image depth quality [, H, @, B, @]

Noise Inherent to depth measuring methods - Stereo and structured light rely on
correspondence points at which relatively accurate depth measurements are obtained.
Between these points, interpolation is used which inherently introduces depth errors [E, H,
B] ToF approaches can obtain depth measurements at every pixel location thus avoiding
interpolation errors. ToF methods based on phase are inherently prone to phase ambiguity
and demodulation errors [H] which result in erroneous depth estimates.

Noise due to scene characteristics - Both scene illumination and object positioning
within the scene strongly affect accuracy of depth estimation. It has been shown that
depth cameras do not perform well under strong ambient illumination, specifically outdoor
lighting (see Figure E) compared to indoor lighting. This is mainly due to the fact that
natural light contains IR components that interfere with the IR lighting used by the depth

cameras. Furthermore the IR light of the camera is typically of very low intensity and is
over powered by the high intensity outdoor lighting [@, @]

a.l g, c. i

Figure 4: Noise is dependent on camera laser power. a) RGB image b) Low laser power
c¢) High laser power.
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Figure 5: Strong sun light results in loss of pixels on the left side of the face.

Inaccuracy of estimated depth, often termed Axial Noise, has been shown to increase
quadratically with distance of objects in the scene from the camera [@, @, @, @, @, @,
, @] It has been suggested that this is due to the relation between disparity and depth
in the stereo and structured light cameras and to IR amplitude attenuation with distance
in the ToF based methods. Lateral Noise increases linearly (in the x and y directions)

and very extreme at the edge of the camera’s field of view possibly due to lens distortion
[@, @, @, @, , @] Furthermore several studies have shown a radial ripple like noise
that extends laterally [@, @, , @]

Temporal or Vibrating Noise measured as variance in depth values across frames at a
specific pixel on a given surface, grows quadratically with depth [@, ] It is stronger at
depth edges, shadows, specular surfaces and when motion exists in the scene. It has been
shown to appear in vertical stripe patterns[@, @, @] When object (or camera) motion
is involved, motion blur in depth cameras results in depth over or underestimation near
depth edges [@, @, @]

Shadow Noise arises in occluded areas of the scene into which the IR projections of the
camera can not reach, thus erroneous 3D measures are obtain, if at all [@, @] Shadow
and lateral noise increases at strong depth edges [@, @, @, ] possibly due to difficulty
in triangulation at these locations or due to erroneous reflected light.

Noise due to object characteristics - Studies show that color and brightness of objects
affect depth estimation [@, H] (Figure E), however, others maintain that it does not [@]
Since materials differ in the rate of IR absorption and thus affect depth estimation [@], it
is possible that color of objects is confounded with its material giving rise to the confusion.

Reflective properties of specular surfaces cause errors in depth estimation [, @] and

depth estimation is erroneous or unavailable for transparent objects [@] It has also been

shown that temperature of the scene and its objects within strongly affect the accuracy



Figure 6: The effect of color in Kinect V2 cameras. A flat surfaced color checkerboard is
viewed. a) RGB image b) IR image. ¢) Depth image.

of depth estimation [Q] It has also been shown that depth errors depend not only on the
characteristics of an object but on those of the surrounding objects thus inter-reflection

and light scatter from neighboring objects may give rise to erroneous depth estimates

69, 1.

As mentioned above, noise patterns in 2D images, can be considered a camera signature
and is exploited to determine source camera as well as to detect forgeries such as copy-move
[@, @, @, @] In this study, image noise is considered as well, albeit in depth-images.
In contrast with 2D image forgery detection, where spatial noise is exploited, we use
temporal noise and consider both lateral and axial noise in our noise modeling.

Figure Ha shows the depth response at a target pixel acquired by a KinectV2 camera
[@] over 50 frames. We define noise as the deviation from the mean depth response at a
pixel across a period of time. Figure Hb shows the histogram of deviations from the mean
depth of the pixel for the given time period. Noise magnitude is taken as the variance
of the depth valuesll and noise variance is defined as the variance of the absolute of
deviation values. For the example in Figure H, noise magnitude is p = 0.15, and noise

variance is 2 = 0.035.

2.25
200
= 2.246- 160
(]
3
K5 120
'*E_ 2.242
[ 80
[a)]
22381 40
+ + + + O
0 10 20 30 40 50 -0.8 -0.4 ) 0 0.4 0.8
a. Frames b. Noise (cm)

Figure 7: a) Depth response at a pixel acquired by KinectV2. b) Histogram of noise at
the pixel.

!Taking the norm 1 variance, (Mean of Absolute), values of the deviations showed similar results in

our forgery detection analysis.



3 Noise Data collection

For our noise-based forgery detection analysis, we collected a set of noise measurements by
placing a target board at a lattice of positions varying in depth (z-value) between 120cm
and 400cm at 40cm intervals and in horizontal positioning (x-positions) at intervals of
40cm extending horizontally from the center of the camera’s view field up to 280cm
on either side (at this stage we disregard vertical positioning). The number of target
locations was dependent on the field of view of each camera. A schematic diagram of
target positions is shown in Figure H At each target position, a 300 frame recording of
the cardboard target was performed. The target formed a region of at least 20x20 pixels in
each of the acquired images at a constant vertical position in all images. Acquisition was
performed under this setup using cameras of 3 types: KinectV1 [83] (structured light),
KinectV2 [82] (time of flight), ZED [84] (stereo). To exploit noise for forgery detection, we
collected noise statistics at each target position, including: noise distribution (histogram),
noise mean and variance. These measures were normalized and concatenated to form the
sample’s feature vector.

Similar to [67, 4], we found that noise magnitude increased with depth and with in-
creasing deviation from the center along the horizontal direction. Figure Q shows the noise
magnitude as a function of depth (z pos) and as a function of horizontal position (x-pos)
relative to the center. We exploit these characteristics and demonstrate various applica-
tions in depth image forensic, including source camera identification, forgery detection,

motion path recovery and real vs fake face discrimination.

© 400 = I = = N~ T = = N~ = =
360 o B = B = N N = = N = A = A N
© 320 [ = = = = = = =
280 S = I I = N =
240 [ = = = R =
...200 [ N = R
160 H 2 A
120 H =
Z[cm]
X[em] 200 ‘160 ‘120 80 -a0 0 440 +80 +120 +160 +200

Figure 8: Map of target positions for data collection by KinectV2 (53 target positions).
X is the distance from the center of camera’s field of view. Z is the distance from the
camera.
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Figure 9: a) Noise magnitude as a function of x position and depth (z-pos). Noise increases
with depth and with horizontal deviation from center. b) Mean Noise as a function of x
position (left) and of depth (z-pos)(right).

4 Noise-based forgery detection

4.1 Source camera identification

We show that source camera identification can be performed reasonably well from noise
statistics. Noise measurement data was collected, as described above, for three different
types of cameras: KinectV1 (structured light), KinectV2 (time of flight) and ZED (stereo).
Per each type of camera, several units were used to collect the data.

To exploit noise for source camera type detection, three data clusters were defined,
one for each camera type (KinectV1,KinectV2, ZED) based on data collected from one
camera unit of each type. Testing was performed on input collected from cameras not
used in the training data. KNN was used to determine the source camera. Success rates
are shown in Table m It can be seen that Kinect-V2 are very reliable in identifying source
camera whereas it was found that KinectV1 data is often confused as arising from the
ZED camera.

We also tested for source camera identification in the wild. A collection of 6 depth
image sequences were collected from public databases and from home units [@] Sequences
were cropped to 300 frames. The sequences were analysed by randomly selecting 300
patches of size 20x20x300 and testing each for camera source. The resulting camera

source was determined as the majority voting of the image patches. Table E shows the

11



Camera Unit % Correct Camera
Type Identification

KinectV1 (unit #1) (Training) 90
KinectV2 (unit #1) (Training) 98
ZED (training) 96

KinectV1 (unit #2) 74
KinectV1 (unit #3) 75
KinectV2 (unit #2) 92
KinectV2 (unit #3) 95

Table 1: Camera Source Identification Results

results. All examples showed over %50 of the patches correctly identified the camera,
implying correct camera source identification for all sequences.

In the next test, we created 300 forged image sequences by copying random patches
from a source image sequence to a random position in the target image of a different
camera, within the target region (see example in Figure @) The target was then tested
by scanning over all image patches and determining source camera. If the source was
found to differ from target camera it was marked as forged, and an attempt was made to
detect correct camera source. Results showed that 100% of the forged images were able
to detect the forged region, but only a 60% were able to determine the correct source
camera of the forged region.

In order to test for detection of the specific source camera unit, we tested the ability
of distinguishing between specific camera units in a set of 3 KinectV2 cameras. Noise
data was collected from 3 different KinectV2 cameras and unit specific data clusters
were learned. A collection of 30 additional patches were collected using these 3 cameras
and their noise statistics were extracted and used to classify to one of the camera units.
Classification results were compared with the true source camera. We find that only 40%
of the patches were able to correctly detect the specific camera unit. This poor result
is not surprising as the above results (Table m) show that the noise statistics of a single

camera well defines the noise distribution of other cameras of the same type.

Camera Source Correctly
Classified
KinectV1 R3] 92%
KinectV1 [85] 65 %
KinectV1 [85] 68 %
KinectV2 | Apt - private Cam13 95 %
KinectV2 | Studio - Private Cam?2 87%
KinectV2 | Studio - Private Caml11 86 %
KinectV2 | Office - Private Cam15 97 %

Table 2: Camera Source Identification results in the wild

12



Figure 10: Forged image used for source target detection. A patch was copied from
a KinectV1 sequence into a KinnectV2 sequence, (marked as square). Based on noise
statistics, the forged area was detected and correct source (KinectV1) was successfully
deduced.

4.2 Copy-paste and depth change forgery detection

Copy-paste forgery involves pasting an image region from a source image into a given
image. In depth-images this type of forgery inherently copies the noise content of the
region as well. When forging a depth-image sequence, both spatial and axial noise are
copied. Another type of forgery is the depth-change forgery where the depth map is
altered to create a forged image with the object or region at the correct xy position but
at an altered depth (e.g. by constant shift of z-values). In both types of forgeries we
advocate that forgery can be detected by determining that the noise associated with the
given depth is incorrect. To show this, we take the test to the extreme in the sense that
we completely disregard the given depth values and consider only the noise. We show
that depth and x-position can be estimated from the noise alone up to a certain success
rate.

A multi-class SVM classifier [@] was built based on the noise data collected from a
KinectV2 camera (as described above). with depth (z-values) sampled at 30cm intervals
between 1.40cm and 3.50cm distance from camera and x-positions sampled at 30cm inter-
vals symmetrically about the the scene center position. The classes represented all possible

xz-positions (81 classes). Verification was performed using N-fold analysis. Forgery test-

Patch _ majority — Z-pos _ X-pos
el %amera ~of patches (Depth) of patch P(ositio? ~ of patch
b | ﬁ Ourqe ﬁ Z-p0§ ﬁ X-pos —
Detection Detection Detection ORIGINAL
majority Z-pos X-pos
* of patches % of patch % of patch
FORGED FORGED FORGED

Figure 11: Forgery Detection flow diagram.
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Correct x-z | Avg z-value | Avg x-pos
prediction error error
Closest match 73% 9.6cm 38.5cm
2-closest 92% 1.54cm 6.6cm
3-closest 97% 0.31cm 1.84cm
4-closest 99% 0.09¢m 0.95cm

Table 3: Depth (z-value) and X-position prediction from noise.

ing was performed on 2025 test patches at all z-positions and all x-positions. Per test
patch, classification to the closest xz-value position was calculated based on the patch
noise statistics alone. Table H (first row) shows the resulting success rate of detecting the
correct xz-position. The average distance error (in cm) between the classified and correct
xz-position are given as well. It can be seen that success rate is not very high, implying
that noise statistics are confounded between xz-positions. However the average distance
error is not unreasonable. We extend our test to include the second-best classification, in
which case the xz-position of the two best classes, which is closest to the true position is
taken as the classification result. Table B lists the success rate and error distance for the
second, third and fourth best classifications. It can be seen that success rate rises quickly
to high values with very low average distance errors.

We tested for combined camera source identification (Section @) and xz-position
detection. As in Section [1!, noise measurement data was collected in our lab, from 3
camera types (KinectV1,KinectV2, ZED). Data from a single camera unit of each type was
used to learn a cluster hierarchy as shown in Figure @, containing three data clusters, one
for each camera type, subdivided into 8 sub-clusters associated with the possible z-values
and further subdivided into 11 clusters associated with x-positions. Testing was performed
in a cascade: first, source camera was identified, then for the successful detection, z-
position was determined and for the successful cases x-position was determined. Table @
shows the results. As can be seen success rates are high for both source identification as

well as positioning.

KinectV2 | KinectV1 | ZED
Source Camera
Identification 98% 100% 90%
Depth Prediction
(z-value) 91% 90% 99%
X-position
Prediction 82% 99% 98%

Table 4: Camera Source Identification and x-z value prediction. Classification is per-
formed in a cascading manner.
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4.3 3D masks anti-spoofing

We exploit the noise in depth images to distinguish between real faces and masked faces
worn by attackers in a face recognition system. For this purpose we used the 3D Mask
Attack Data-set @] which contains 17 real face sessions and 17 mask sessions (Figure @)
Each session consists of 5 videos consisting of 300 frames each (both RGB and depth, of
which we used only the depth frames). As a pre-processing step, we cropped a patch of
size 98x98 around the face in all videos. For each video, we generated 30 noise images as
feature vectors. Each pixel in the noise image is the variance of the pixels at that location
across 10 consecutive depth images. Thus, a video of 300 depth images is converted to 30
noise images and a session containing 5 videos has in total 150 noise images.

Our training set consisted of 14 real sessions, and 14 mask sessions resulting in a
total of 4200 noise images. The test set consists of the remaining subjects: 3 real and
3 fake sessions totalling 900 noise images. We note that the test set is of subjects not
participating in the training at all. Using a coarse Gaussian SVM (kernel scale 390, 5-fold
cross validation), we were able to achieve an accuracy of 95.11% on the test set. We were
able to increases the accuracy to 96.67% by voting on noise images in the same video. As
mentioned earlier, each video consists of 30 noise images. For each of the 30 noise images
in a video, we perform a prediction. Then based on the majority of 30 predictions we

decide if the video as a whole is of a real face or a mask.

b.

Figure 12: Examples from the 3D Mask Attack Data-set @] Depth image (left) and RGB
image (right) of a) Real face. b) A person wearing a mask.
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5 Scene illumination-based forgery detection

Another approach to detecting forgery in depth images is by examining physical rules of
nature in the scene, e.g. consistency in scene illumination. Similar to 2D RGB images,
detecting inconsistencies in light direction within a single image, is considered a sign of
forgery [17, L8, 19].

As mentioned in Section @, depth cameras do not perform well under outdoor lighting
mainly due to the fact that natural light contains IR components that interfere with the
IR lighting used by depth cameras.[65, 66]. Figure [L3 shows this effect. A subjects face
was captured with the sunlight source on left, using a Kinect V2 camera. The RGB
image is shown on the left and the noise of the captured depth sequence (variance per
pixel across all frames, as defined in Section @) is shown on the right. It can be seen that
noise values are larger on the right side of the face compared to the left side corresponding
to higher concentration of light rays on the right side of the face.

The effect of illumination on noise in depth images can be further exploited to deter-
mine the source direction of the sunlight (relative to the object). We captured a depth
sequences using a Kinect V2 camera, of a doll under sunlight every hour from 6am to
6pm. 100 depth frames were captured at each recording and the noise image was created.
Figure @ shows noise images captured every hour from 6am (top-left) to 6pm (bottom-
right). Higher noise values can be seen shifting from the right side of the doll to the left
side of the doll with change in sun position (specifically at the side, neck and nose of the
doll). Figure displays the noise ratio between the right side and the left side of the
doll’s face. For example, at 7am the noise ratio was 2.1, i.e. the noise on the right was
much greater than on the left, indicating that sun light direction was from the right. At
1pm, the ratio was close to 1, i.e. equally distributed on both sides of face, and indeed
sun light direction was from above. Additionally, the strong sun light combined with a
reflective surface (the plastic material of the doll), may produce very strong reflections,
and a large increase in noise, which causes saturation of the camera’s IR sensors and ul-
timately results in burned out pixels. This can be seen in Figure @ where missing pixels
at the top of the doll’s head can be seen as moving with the sun position. These pixels
correspond to the top of the doll’s head where sun rays were most intense.

This characteristic noise distribution can be exploited for forgery detection in depth
images. Consider the example shown in Figure . Three objects are positioned on
a table in the scene. The noise image of the depth sequence of this scene is shown
in Figure @b. For each object, we examined the ratio between its right and left sides.
Ratios are 0.6,1.4,0.5 for the three objects respectively from left to right. Ratios indicating
that two objects share the same lighting direction while the middle object has a different
lighting direction. This inconsistency of lighting direction in the scene indicates some
form of image manipulation. The inconsistency in lighting direction can actually be seen
in the RGB image. However as we emphasized above, this paper aims at displaying the

ability of detecting forgery from the depth signal alone. See Discussion.
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Figure 13: RGB image of a subject in sunlight (left), and corresponding depth noise image
(right). Greater noise can be seen on the right side indicating the sun direction.

Figure 14: RGB image of doll (top left)and Noise images of the doll captured by a
KinectV2 camera, under sunlight every hour from 6am (top left) to 6pm (bottom right).

6 Shadow inconsistencies-based forgery detection

In this section we show that inherent camera structure together with scene characteristics
can be exploited to detect forgery in depth images and determine source camera. Depth
sensing systems are based on two components: two RGB sensors in stereo cameras,an IR
projector and IR sensor in structured light and ToF cameras. A shadow forms in a depth
image when one component sees a portion of the scene while it is blocked from view by the
second component (Figure @a). This typically happens at edges of objects in the scene.
With active cameras, shadows form in the resulting depth image when the IR sensor sees
a portion of the scene that is blocked for the IR projector. Depth cameras typically report
shadows in the output depth images as pixels with 0 depth. We show that shadow size is
a function of object distance from the camera (Figure @a—b), background distance from
the camera (Figure @c-d) and camera configuration. We then show how inconsistencies

in shadow size can be exploited for image forensic.
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Figure 15: Ratio between right and left sides of a face according to hour of day.

a.

Figure 16: Example of illumination based forgery detection. a. RGB image of a scene
with 3 objects. b) Noise image of the scene captured using a depth camera. Larger noise
values can be seen on the right of the middle object (red rectangle) and on the left of the
other 2 objects (green rectangles).
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Figure 17: a-b) Shadow size depends on object distance from camera. Distance of back-
ground from camera is 1150mm in both images. Object distance from camera is a. 770mm.
b. 450mm. As can be seen on the left side of the object, the smaller the distance from
the camera the wider the shadow. c-d) Shadow size depends on distance of object from
the background. Object’s distance from camera is 600mm in both images. The distance
of background from the camera is a. 1200mm. b. 880mm. As can be seen on the left side
of the object, the greater the distance to the background, the wider the shadow. Shadow
pixels (0 valued pixels) are marked in green. Images were captured using an Intel D415
depth camera.
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Figure 18: a) Shadow in depth image is the area seen by the left (e.g. IR sensor) while
blocked from view by the right component (e.g. IR projector). b) Shadow size depends
on object distance from camera. c) conversion from world units to image units.

6.1 Shadow size

Consider the scene and camera configuration shown in Figure @a viewed as a projection
onto the x-z plane of the camera coordinate system. The scene contains an object with
a background object or plane behind it. A depth camera records the scene. Denote by
b the camera baseline, i.e. the distance between the 2 camera components. Let d, be
the distance from camera sensor to the object and d;, be the distance from camera sensor
to the background. Let s denote the shadow width. (we consider only the horizontal
geometry along the x-axis). Using simple geometry and triangle similarity, we have:

(dp — do) (1)

b
5= —
do
It can be seen that the shadow width is independent of the horizontal positioning of the
object. Thus shadow width remains the same when the object is moved horizontally in
the scene. However, it changes when the object changes position in depth. Figure @b

shows two depth positions d,;, dye. Using the relation in equation (EI) and equating for

b. C. d.

Figure 19: Forged depth images. a) Original. Object distance is 900mm, background
distance is 1340mm (shadow calculated:11.675, measured:12) b) Depth values scaled to
500mm (shadow calculated:40.11, measured:12). c¢) Depth values scaled to 500mm +
object re-sized (shadow calculated:40.11, measured:25). d) Depth values scaled to 500mm
+ object re-sized to correct for shadow width (shadow calculated:40.11, measured:40).
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the baseline b, we obtain the relation between shadow widths sl and s2:

s, = 2.t )
o2 (dp —do1)

Since the camera output is a 2D projection of the scene onto an image where each pixel
value denotes depth, we consider the size of the object’s projection and that of its shadow.
Using a standard camera model where object size is inversely related to its distance d,
from the camera sensor we have that the projection sizes wl and w2 of two objects of

same physical size at distances d,; and d,3 from the camera are related by:

dol

Finally, we map world units to image pixel units to allow measurements in the camera
output image. Let « be the horizontal field of view angle of the camera, N, be the
horizontal resolution of the image (i.e. the number of pixels per row of the camera sensor),
and d be a distance from the camera sensor in millimeters (Figure c). the conversion

between millimeters and pixels at depth d is given by:

N, [pizel] = 2d - tan(%) [millimeter] (4)

To verify these calculations, we used an Intel D415 depth camera, and captured 30
natural office scenes with different objects and backgrounds distances (300 depth images).
Shadow widths were measured in each image and compared with the expected value
calculated from Equations @) and (@) using the camera parameters (b = 55mm and
a = 70° under multiple resolutions). The average absolute difference between real and
estimated width over all 300 examples was p = 1.23 pixels with variance of 02 = 1.21.

Implying consistency of the computed shadow width values.

6.2 Shadow Inconsistency Based Forgery Detection

We show that forgery can be detected in depth images by measuring shadow width.
Specifically, forgery is suspected when measured shadow width in the image does not
match the theoretically expected value. In the following we describe several principles of

forgery detection.

6.2.1 Shadow direction based forgery detection

For most depth sensing cameras, the IR projector is positioned to the right of the IR sen-
sor, thus object shadows are formed primarily on the left edges of objects. Object shadows

appearing on opposite side of the object indicates that the image has been tampered with.
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6.2.2 Shadow size based forgery

Scaling depth values The simplest form of depth image forgery is to scale the depth
values of the object pixels. In this type of forgery the object and the shadow size do not
change. However, the scene parameters d,,d, change, thus affecting the calculated shadow
size. Figure shows an example. The original image (Figure @a) shows an object
at distance 900mm with background at distance 1340mm. Shadow width is measured at
12 pixels where the calculated width, given the camera parameters is 11.7 pixels. Figure
@b shows a forged image where depth values of the object were scaled to 500mm. In
this case the shadow width remains 12pixels whereas the calculated width is 40.11 pixels,

clearly, implying suspected forgery.

Scaling depth values with scale in size The simple forgery of depth value scaling
does not take object size into account and so produces object size inconsistency which in
itself can hint at forgery [lﬁ] However, even when corrected for object size, shadow width
is still inconsistent. Figure @C shows the object with depth values scaled to 500mm and
the object itself together with it’s shadow scaled to have the new depth, using Equation B
Shadow size in this example is thus scaled to 25 pixels which is still inconsistent with the
calculated with of 40.11 pixels and forgery is detected here as well. This inconsistency in

shadow width even with object re-sizing can be derived directly from Equations m—a

Scaling to correct shadow width Finally, if the object and shadow are re-sized to
obtain the shadow width as computed for the scaled depth value (40.11mm), as shown in
Figure d, we still find inconsistency in object size with respect to the real world size. In
the example, reverse-projecting the head in the image (from pixels to millimeters using
equation @) shows a head size of 230mm (while real human heads average approximately
~140mm ).

6.3 Shadow size as a source camera identifier

Shadow size can also be used as a source camera identifier since cameras differ in

build, specifically in their baselines and fields of view which in turn, affect shadow size.

1400
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Figure 20: Same object captured by three different depth cameras at the same position.
Left to right: KinectV1, Intel D435 and Intel D415.
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Figure 21: Which is real and which is forged?

.

Furthermore, the same camera with multiple resolution modes will generate different
shadow sizes for the same scene, allowing the detection of the specific resolution. Fig-
ure @ shows the same scene captured by 3 structured light cameras: Intel D415, Intel
D435 and Kinect V1. Camera parameters are : {b = 55mm,a = 70°, N, = 1280},
{b=50mm,a =90°, N, = 1280} and {b = 7Thmm, a = 57.8°, N, = 320} respectively.

To test shadow width as an indicator for source camera identification, we collected
a set of 300 depth images using the 3 cameras with the object at different depths. For
each image, the measured shadow width was compared with the 3 possible shadow widths
calculated using each of the cameras’ parameters. The value closest to the measured
shadow width indicated the source camera. Table H shows the results. Each row depicts
the object’s distance to camera d,, the background distance to camera d;, the measured
shadow width (in pixels) and the calculated shadow width (in pixels). The shaded entries

depicts the true source camera, as can be seen it is the closest to the measured width.

d, dy, measured | D435 | D415 | KinectV1
330 930 63 63 98 85
450 || 1050 42 41 63 55
750 || 1350 20 19 30 26
940 || 1410 10 19 29 7

1125 || 1810 5 11 17 7
600 || 1100 36 24 38 16
750 || 1030 18 11 18 7
750 || 1350 29 18 30 12

Table 5: Camera Source detection. The measured shadow size is compared with the 3
shadow sizes calculated using each camera’s parameters. True source camera is marked
in gray.

22



7 Discussion and future work

In this research, we exploited characteristics of the depth camera, together with scene
parameters and image statistics to detect forgery within depth images.

First, we showed that noise statistics in depth images can be exploited for camera source
identification. Both in the lab and from data collected ”in the wild” we showed that it
is possible to determine the source camera very reliably. When an image was forged by
copy-pasting patches from different image sources, we were able to refute image authen-
ticity and determine that the image contained an invalid patch. However determining the
correct camera source of the forged region was successful only in part. We further showed
that beyond authenticity and camera source identification, noise statistics allowed us to
determine whether the patch is forged and originated from a different location. Specifi-
cally, we were able to determine the correct 3D positioning (depth and x-position) of a
patch from its noise statistics alone.

In addition, We showed that scene characteristics such as s in the depth image can be
used to detect forgery since width depends on scene parameters such as the distance of
object and background, and on camera parameters such as baseline, angle of view and
resolution of the camera sensor. Thus, manipulation of object depth, or manipulation
of object size can be detected through shadow size measurements. Additionally, due to
differences in camera parameters, shadow size can be used to determine source camera.
This study is one of the first to deal with forgery detection in depth images. The im-
portance in dealing with forgery detection in this new emerging media is significant due
to its use in judicial issues, security, medical imaging, art and more. We present and
analyze a set of tools that can be used against forgery. Further studies can use machine
learning tools to analyze noise statistics, while taking into account additional factors such
as scene illumination, object color and material. However, the methods presented are not
fool proof. Attackers who have knowledge about noise distribution and shadow formation
can generate fake noise with the expected distribution or zero out the shadow areas so

that shadow widths match that which is expected at the new forged depth.
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